MuadopmanmnoHHas mamsTKa s 00yJaronuxcs AJj1s pa3MeleHus Ha opUuIuaabHbIX THTepHeT-
pecypcax

C KaXIpIM TOJOM MOJIOJIEKU B WHTEPHETE CTAaHOBUTHCA OOJIbINE, a IIKOJBHUKU OJIHU U3 CAMBIX
aKTHUBHBIX IOJib30BaTesiell PyHera. Mexay TeM, MOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH,
WHTEPHET HeceT U IpobJieMbl. JTa MaMATKa I0JKHA IIOMOYb Tebe 6e30I1acHO HaXOIUTHCSA B CETH.
KomnbioTepHbIE BUPYCHI
KoMmmnbpioTepHBINI BHUpPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEDHBIX IIPOTPAMM, OTJIMYUTEIbHON
0COOEHHOCTBI0O KOTOPOH SIBJISIETCS CIOCOOHOCTh K Pa3MHOXKEHHUI0. B /omosiHEHUWE K 3TOMY, BHUPYCHI
MOTYT TIOBPEJIUTh WM TIOJHOCTHI0 YHHYTOXKUTH Bce aljibl U JIaHHBIE, IOJKOHTPOJIbHbBIE
MI0JIb30BATEJII0, OT IMEHHU KOTOPOTOo ObLyIa 3allylleHa 3apa’k€éHHasA MPorpaMma, a Tak»Ke MOBPEIUTh WU
Ja’ke YHUUYTOXKUTH ONEPAIMOHHYIO0 CHUCTEMY CO BceMUu (aiyiamMu B 1ieJioM. B OOJIBIITMHCTBE CiIydyaeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHET.
MeTo/1bI 3aLIUTHI OT BPEAOHOCHBIX IIPOTPAMM:
1. Mcnosnb3yil coBpeMeHHbIe OIlepallMOHHbIE CHUCTEMBI, HMeIolINe CePbE3HBIN ypPOBEHb 3alUTHI OT
BPEJIOHOCHBIX IIPOTPaMM;
2. [TocTossHHO ycTaHaBIUBAM TauTH (U@ POBHIE 3aIaTKU, KOTOPblE aBTOMAaTUUECKU YCTaHABINBAIOTCS
C IeJIBI0 IOPabTKU MPOrpaMMBbl) U ApyTrre OOHOBJIEHUS CBOeU OlepanimoHHON cucTeMbl. CkaunBai ux
TOJIBKO ¢ oduIUaIbHOTO caiita paspaborumka OC. Eciu cymiecTByeT peXUM aBTOMAaTUUECKOTO
0OHOBJIEHU S, BKJIIOUH €T0;
3. Paboraii Ha cBoeM KOMITIBIOTEpE 07 IIPaBaMU [10JIb30BaTeJsA, 4 He 3/IMUHUCTPATOPa. DTO HE TTO3BOJIUT
OOJIBIITMHCTBY BPEAOHOCHBIX TPOTPAMM MHCTAJIMPOBAThCA HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;
4. UWcnonp3yll aHTHUBUPYCHble MPOrPpaMMHBIE TPOAYKTHl U3BECTHBIX IIPOU3BOAUTEJNIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;
5. Orpannub pU3NYECKUU JOCTYI K KOMIIBIOTEDPY /IJ1s1 IOCTOPOHHUX JIUII;
6. Mcniosp3yli BHElIIHME HOCUTEIU WH(pOpMany, Takue Kak (ienika, IUCK Win (ailsl u3 UHTEPHETA,
TOJIbKO U3 PO epeHHBIX HCTOUYHUKOB;
7. He oTKpBIBail KOMIbIOTepHBIE (aliiibl, IOJTydeHHble U3 HEHA/IEKHBIX UCTOUYHUKOB. [laxke Te daiiibl,
KOTOPBIE IIPUCJIAJ TBOM 3HAKOMBIH. JIydIlle yTOUHU Y HETO, OTIIPABJISA JIM OH Tebe uX.
Ceru WI-FI
Wi-Fi - 3T0 He BU/ epeayy TaHHBIX, He TEXHOJIOTHS, a BCETO JIUIb OpeH/I, Mapka. Eiie B 1991 roxay
HUJIEPJIAaH/ICKasi KOMIIaHus 3aperucrpupoBana Openy, «WECA», uro ob603HaYaso CJI0BOCOYETAHUE
«Wireless Fidelity», koTopsIii mepeBoUTCS KaK «OeCITPOBO/THAS TOUHOCTD>.
Jlo Hamero BpeMeHU JiolLIA Apyras abbpeBuaTypa, KOTOpas fABJAETCA TAKOU Ke TeXHOJOTHel. ITO
abopeBuatypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JTaHO C HAMEKOM Ha CTaHJAPT BBICHIMN 3BYKOBOU
texHuku Hi-Fi, 4To B mepeBo/ie 03HAaUaeT «BBICOKAS TOYHOCTDY.
Jla, OGecryiaTHBIN UHTEPHET-JIOCTYII B Kade, OTeJISIX U a3pOIOPTax ABJISETCA OTIMIHON BO3MOKHOCTHIO
BBIXOJIa B MHTepHeT. HO MHOTrHe 3KCIEePThI CUUTAIOT, UTO 0bieocTymiHbie Wi-Fi ceTu He ABJAOTCA
6e30macHbIMH.
CoBetbl 10 6e3011aCHOCTH paboTe B 0OIIEAOCTYIHBIX ceTax Wi-fi:
1. He mepenaBaii cBow JyimuHyto uHbopmaruio dyepe3 obmieaoctymnHable Wi-Fi cerun. Paboras B HUX,
»KeJIaTeJIbHO He BBOJIUTD IIAPOJIU JOCTYIIA, IOTUHBI 1 KAKHEe-TO HOMEPA;
2. Mcnosp3yit 1 0OOHOBJIAN aHTUBHUPYCHBIE MPOrpaMMbl U OpanaMayep. Tem caMbIM ThI 00€30I1aCHIITh
cebs OT 3aKaUKU BUPyCa HA TBOE YCTPOUCTBO;
3. IIpu ucnionpzoBaunu Wi-Fi otkrtoun ¢yHkuo «O6mui 1ocTyn K dpaiyiaM 1 mpuHTepam». JlaHHas
(pyHKIIMA 3aKpBITa IO YMOJTYAHUIO, OTHAKO HEKOTOpbIe M0JIb30BaTeIU aKTUBUPYIOT €€ 1A yA00CcTBa
HCIIOJIb30BaHUs B paboTe MK yueoe;
4. He wucrmonp3yit myosmmunsiii WI-FI 11 mepegaum JIMYHBIX JAaHHBIX, HAIpUMep /I BBIXOZA B
COIIMAJIbHBIE CETH WJIU B BJIEKTPOHHYIO IIOYUTY;
5. Mnosip3yit ToJibKO 3amuinenHoe coenaenue uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope Beb-aapeca
BBOJIM UMeHHO «https://»;
6. B mobunpHOM TestedpoHe oTkiatoum (yHkiuio «Ilopkmouenue k Wi-Fi aBromatuuecku». He
JOITycKall aBTOMaTHYECKOTO MTOAK/II0UeHHs yeTporicTBa K ceTaM Wi-Fi 6e3 TBoero corsacus.
ConuanpHbIE CeTH
ConuasibHble CeTH AaKTUBHO BXOJIAT B HAIILY ’KU3Hb, MHOTHE JIIOAY PA0OTAIOT U )KUBYT TaM IIOCTOSIHHO, a
B Facebook y»ke 3aperucrpupoBan MUUIHAP/ YeJIOBEK, UTO SABJISETCS OJHON CEJIbBMOU BCEX KHUTEJIEN
IUIaHeThl. MHOTHeE 10JIb30BaTeIN He MOHUMAIOT, YTO HHGOpMaIus, pa3MellleHHas MU B COIIUAIbHBIX
CeTsAX, MOXKeT ObITh HalijieHa U UCIOJIb30BaHA KEM YTOJIHO, B TOM UHCJIe He 00s3aTeIbHO C OJaruMu
HaMepeHUSIMH.



OcHOBHBIE COBETHI IO OE€30MACHOCTH B COLIMAJILHBIX CETHX:

1. OrpaHuyYb CIUCOK JIpy3ei. Y TeOs B Ipy3bsIX He JIOJIKHO OBITh CITyYaiiHbIX 1 HE3HAKOMBIX JIIOJIEH;

2. 3amnuinai cBOIO YacTHYIO *Ku3Hb. He yka3bpIBail maposiu, TesieOHbI, a/ipeca, aTy TBOETO POKIEHUS
U IPYTYIO JTUYHYI0 WH(POpMANHI0. 3JIOYMBIIIIJIEHHUKYA MOTYT HUCIIOJI30BaTh Iake MHOOPMAIIHIO O TOM,
KaK Thl ¥ TBOU POJIUTENIU IVIAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3amuInai cBOI PEIyTaluio - JePKU ee B UMCTOTE U 3a7jaBail cebe BOIIPOC: XOTe OBbI ThI, UTOOBI
ZIpyTHe T0JIb30BaTeN BHUJIEJH, YTO ThI 3arpykaemis? [Togymaii, mpexzae 4emM 4YTO-TO OIyOJIMKOBATh,
HamucaTh U 3arpy3UTh;

4. Ecsiu THI TOBOpUIIIB C JIIOABMH, KOTOPBIX He 3Haelllb, HE HUCIOJIb3yH CBOE peasibHOe UMSA U JIPYTYIO
JIMYHYTI0 HHPOPMAIUN: UM, MECTO >KUTEJICTBA, MECTO YueObl U IpoUee;

5. 36erait pasmemenusa ¢ororpaduii B IHTepHeTE, T/e Thl n300pakeH Ha MECTHOCTH, 10 KOTOPOU
MOXKHO OIIPEZIEJIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B CONUAIBHON CETH HEOOXOAMMO HCIIOJIH30BATh CJI0KHBIE ITAPOJIU, COCTOSAIINE U3
OykB 1 [udp U C KOJTUUEeCTBOM 3HAKOB He MeHee 8;

7. JIJIs cONUaIbHOM CETH, MOYUTHI U APYTUX CAUTOB HEOOXOIMMO MCIIOJIH30BaTh pa3Hble maposiu. Torma
ecyIu TeOs1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKHY ITOJIy4aT IOCTYII TOJIBKO K OTHOMY MeCTY, a He BO Bce cpasy.
AJIeKTPOHHBIE JE€HbI'U

OJIEKTPOHHBIE JIEHBTM — 3TO OYeHb yIOOHBIN cIIOcO0 ILIaTeXkell, OTHAKO CYIECTBYIOT MOIIEHHUKH,
KOTOPBI€ XOTAT IOJIYYUTh 3TH JIeHbI'H.

ONeKTPOHHBIE JIeHbI'N NTOABUWINCH COBCEM HEZJABHO M UMEHHO U3-3a 3TOT0 BO MHOTUX I'OCyZlapCTBaxX 10
CUX TIOp He MPOMHCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHY QYHKIIMOHUPYIOT U O HUX Y?Ke ITPOIUCAHO B 3aKOHE, T7e UX Pa3/esIaioT Ha HeCKOJIBKO
BU/IOB - aHOHMMHBble U He aHOHUMHBble. Pa3HuIla B TOM, YTO aHOHHUMHBIE - 3TO Te, B KOTOPBIX
paspemiaercsi IMPOBOAUTH omepanuu 06e3 uAeHTU(DUKANNN I[0Jb30BaTeNsA, a B HEAHOHUMHBIX
HUeHTUUKAIIIY TT0JIb30BATEA ABJISAETCA 0053aTeIbHOM.

Taxke ciemyeT pa3sindvaTh 3JIEKTPOHHbIE (UaTHBIE JeHbIW (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM) U
3JIEKTPOHHbIE He(UATHBIE JIeHbI'N (He paBHBI FOCY/IAPCTBEHHBIM BTIOTAM).

OCHOBHBIE COBETHI 10 H€30IIaCHOU paboTe C 3JIEKTPOHHBIMU JIEHbIaMU:

1. [TpuBs:ku K cueTy MOOWJIBHBIN TesedOH. ATO camMblil yIOOHBIN U OBICTPHINA CIIOCOO BOCCTAHOBUTH
JOCTyTl K cueTy. [IpuBsa3aHHbBIN TesleOH MOMOKET, ecyii 3a0y/elIb CBOM IUIATEXKHBIN MapoJb WJIH
3ai/ielllb Ha CAUT C HE3HAKOMOTO YCTPOKHCTBA;

2. Mcnosnbayit oiHOpa3oBble naposu. [1ocsie mepexosa Ha YCUJIEHHYIO aBTOPU3aIiio Tebe yxe He Oy/ieT
yTPOKATh OMACHOCTh KPAKU W MepexBaTa IJIaTEXKHOTO MapOoJIs;

3. Beibepu citokHBIN Maposib. IIpecTylTHUKaM OyeT He IMPOCTO yraiaTh CI0KHBIA naposb. HagexHbie
MapoJl — 3TO IMApOJIU, KOTOPBIE COZEPKAT HE MeHee 8 3HAKOB U BKJIIOUAIOT B ceOs CTPOYHBIE U
mpomnucHble OyKBbI, HIUQPPHI W HECKOJIHKO CHMBOJIOB, TaKHe Kak B3HaK JoJjulapa, QyHTa,
BOCKJIMIIATEJIbHBIN 3HAK U T.N1. Hanpumep, StROng!;;

4. He BBOZM CBOU JINUHBIE JIAHHBIE HA CAlTaX, KOTOPHIM He JIOBEPSEIIb.

AJIeKTPOHHAA II0HTA

ONeKTPOHHAA IOYTa — 3TO TEXHOJIOTUA U IIPeZOCTaBJIsIeMble €10 YCIYTH 110 IepechlIKe U MOJIyUYeHUI0
3JIEKTPOHHBIX COOOIIEHNH, KOTOPBIE PACIPENEIISAIOTCA B KOMIbIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIN
TIOYTOBBIN AIIVK BBITVIAUT CAEAYIOMNM 00pa3oM: UMsI_I0JIb30BaTeIA@UMsI_oMeHa. Takke KpoMme
repeAayvy MPOCTOTO TEKCTA, UMeEeTCA BO3MOXKHOCTD Ilepe/iaBaTh (pailsibl.

OcHOBHBIE COBETHI IO Oe30macHON paboTe ¢ 3J1eKTPOHHOMN OYTOM:

1. Hayro BpIOpaTh MpaBUJIBHBIN IOYTOBBIA cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD OECIIATHBIX
IIOYTOBBIX CEPBUCOB, O/THAKO JIYUIIIEe IOBEPATH TeM, KOTO 3Haelllb U KTO IIePBBII B DEHUTUHTE;

2. He yxkaspiBali B JIMYHON 1mouTe JINYHYI wuH@opmanuo. Hampumep, sydine BbIOpaTh
«My3bIKaJIbHBIN__(haHAT@ » UIH «POK2013» BMeCTO «TeMal3»;

3. Hcnosb3yil ABYX3STAllHYI0 aBTOpU3AIMIO. JTO KOTJIA IMOMHMO IIapoJis HYKHO BBOJUTH KO,
npucbLIaeMbiil mo SMS;

4. Bpibepu CIOKHBIA TAPOJIb. I Ka)KAOTO MOYTOBOTO SAIIMKA JOJKEH OBITh CBOM HAJIEXKHBIM,
YCTOUYHUBBIU K B3JIOMY I1apOJIb;

5. Ecytit ecTh BO3MOKHOCTH HaMMCATh CAMOMY CBOU JINIHBINA BOIIPOC, UCIIOIB3YH 3Ty BO3MOKHOCTD;

6. Vcnosb3yil HECKOJIbBKO IIOYTOBBIX SIIUKOB. IlepBbIA Aj11 YacTHOU IIEPENUCKU C ajpecaTaMu,
KOTOPBIM THI JIOBepsellb. JTO 3JEKTPOHHBIA ajjpec He HAJI0 HCIOJIb30BaTh IPU PETUCTPAIlUU Ha
dopymax u caiitax;

7. He oTkppiBail (paiyibl U Apyrue BJIOKEHUA B IMHUChMax JlaXKe €CJIM OHU MPUILIU OT TBOUX JpY3eu.
Jlydiiie yTOYHH y HUX, OTIIPABJISLJIN JI OHU Tebe 3Tu (paiiisr;



8. Ilocsie okoHUaHUA pabOTHI HA ITIOYTOBOM CEpBUCE Iepe]l 3aKPhITUEM BKJIAJIKU C cCAalTOM He 3a0yb
Ha)KaTbh Ha «BBIUTH».
KubepOy UTHHT I BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/uIMHT — T[pecjieJIoBAaHUE COODOINEHUSMH, COJIEPIKAIUMH OCKOPOJIEHUs, arpeccuro,
3allyTHBaHUe; XYJIHUTAHCTBO; COIMAJIbHOE OOHKOTHPOBAHHE C IIOMOINBIO PAa3JIMYHBIX HHTEPHET-
CEpPBUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYITTMHTOM:

1. He 6pocatica B 60ii. JIyuiuii cioco0: MocoBETOBATHCSA KakK cebsI BECTH U, €CJIU HeT TOTO, K KOMY MOKHO
o0paTuThCs, TO BHAYAJIE YCIIOKOUThCA. Ecu Thl HAYHENIb OTBEYATh OCKOPOJIEHUSAME Ha OCKOPOJIeHU A,
TO TOJIBKO eIlle 6OJIbIIe PA30KIKEITb KOH(DIIUKT;

2. YrpasJiail cBoel kubeppelryTaueni;

3. AHOHUMHOCTh B ceTu MHuUMas. CyIIecTBYIOT CHOCOOBI BBIACHUTb, KTO CTOUT 32 AQHOHUMHBIM
aKKayHTOM;

4. He crout BecTu Xysauranckuii o0pas BUPTYaIbHOM ku3HU. IHTepHeT GUKCUPYET Bce TBOU JIeHCTBUA
U COXpAHSET UX. YIAJINTh UX OyeT KpaliHe 3aTPYAHUTEIIBHO;

5. Cobutio1ali CBOM BUPTYaJIbHYIO YECTH CMOJIOY;

6. UrHopupyli eauHWYHBbIA HeraTuB. OJHOpPa30Bble OCKOPOUTEIbHBIE COOOINEHUS JIydIlle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha HAYaJIbHOH! CTaIuH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMU, B COIMAIBHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKHPOBKU OTIIPABKU COOOIIEHUM C OIIPE/IETIEHHBIX aJIPECOB;

8. Ecisiu TBI cBU/IETETH KNOEpOY/UTHHTA. TBOM JIEHCTBUSA: BHICTYITUTD IIPOTUB MIPECIe0BATEI A, IIOKA3aTh
€My, YTO €ero JeHCTBUS OIEHHBAIOTCS HEraTUBHO, IOMJIEPKATh JKEPTBY, KOTOPOH HY)KHA
MICUXOJIOTUYEeCKas IIOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MTOBEJIEHUS B CETH.
Mob6wibHBIH TestedhOH

CoBpeMeHHbIe cMapTGHOHBI U IUIAHIIETHI CO/IEPKAT B cebe BIIOJTHE B3POCIBbIN (QYHKIIMOHA, U TElePh
OHU MOTYT KOHKYPHPOBaTh CO CTAI[MOHAPHBIMU KOMIIbIOTepamMu. OHAKO, CPEJCTB 3aIlUThI JJISA
MOI00HBIX YCTPOMCTB TIOKA 0YeHb MaJsio. TeCTHpOBaHUE U ITOUCK YA3BUMOCTEN B HUX ITPOUCXOUT HE TaK
WHTEHCHUBHO, Kak 7y I1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX IIPUJIOKEHUN.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl y:Ke IMPAKTUYECKU JIOTHAJIW HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmiupenye GyHKIIMOHAIA BIEYET 32 COOOU OOJIBIIYIO CIOKHOCTh 1 MEHBIITYIO 3alUIIEHHOCTb.
Jlayeko He BCe POU3BOIUTEIH BBIIYCKAIOT OOHOBJIEHU S, 3aKPBIBAIOIIE KDUTUUECKUE YSI3BUMOCTH IS
CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 7151 0€30TIaCHOCTH MOOMJILHOTO TesiedoHa:

1. Huuero He sABJgeTcs no-HacrosmeMy beciuiaTHbIM. By/ib ocTOpOXKeH, Be/ib KOT/Ia Tebe Mpe/jiaraioT
OecIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIaTHBIE YCIIYTH;

2. Jlymaii, mpexxkzie ueM oTpaButh SMS, hpoTo miu Buzieo. Thl TOUHO 3HAEIITD, T7Ie OHU OY/TyT B KOHEYHOM
urore?

3. Heo6x01M0 0GHOBJISITH OTIEPAITHOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy:kail mpuoKeHUsI OT HEU3BECTHOTO UCTOYHUKA, BE/Ib OHU MOTYT COZIEPKATh BPEJIOHOCHOE
IIporpaMMHOe o0ecIieueHue;

6. Ilocse Toro Kak ThI BBIUZENIb C CAaWTa, IZle BBOAWI JIMUHYI0O MH(GOpPMALUIO, 3ali/I1 B HACTPOUKU
Opaysepa u yzaiu cookies;

7. Ilepuouuecky TPoOBEPSH KaKue IJIaTHbIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. laBaii cBOIt HOMEP MOOMJIBHOTO TesieOHA TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY /IOBEPSIEIIIb;
9. Bluetooth goykeH GBITH BRIKJIFOUEH, KOT/Ia Tl UM He IOJIb3yellbcs. He 3a0bIBali MHOT/IA IIPOBEPSTH
3TO.

Online urpsr

CoBpeMeHHbIE OHJIAaH-UTPHI - 3TO KPACOUHbBIE, 3aXBaThIBAIOIIAE Pa3BJIeueHus], 00beIUHAIONINE COTHU
THICSIY YEJIOBEK 10 BCeMy MUPY. VITPOKH HCCIEAYIOT JIAHHBIA UM MUpP, OOMIAIOTCA JIPYT C APYTOM,
BBITIOJTHSAIOT 33/IaHUS, CPAXKAIOTCA ¢ MOHCTPAMH U TOJIyYalOT OMBIT. 32 YZIOBOJIBCTBHE OHH ILIATIT:
MTOKYTIAIOT JIUCK, OIJIAYMBAIOT aOOHEMEHT WJIU IIPUOOPETAIOT KaKKe-TO OIIIHH.

Bce aTH cpeicTBa HWAYT Ha MOAJep)KaHUE W pPa3BUTHE WUTPhI, a TaKKe Ha caMy 0Oe30IacHOCTB:
COBEPIIIEHCTBYIOTCSI CHCTEMbI aBTOPU3AIUH, BBIMYCKAIOTCS HOBBbIE MaT4d (IIUMPOBBIE 3aIUIATKH JJIs
MIPOTPaMM ), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B 0/106HBIX UTPaX CTOUT ONACATHCSA HE CTOJIBKO CBOUX COITEPHUKOB, CKOJIBKO KPaKU TBOETO MApOJIs, Ha
KOTOPOM OCHOBaHA CHCTEMAa aBTOPHU3AIUH OOJIBIIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 6E30MMACHOCTH TBOETO UTPOBOTO AKKAYHTA:



1. Ecsii ipyro#t urpok BeneT cebsl MI0X0 WJIM CO37aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €r0 B CIIUCKE
HUT'DOKOB;

2. [Toxkayiicss a/MIUHHUCTPATOPAM UTPHI Ha IJIOX0€ MTOBEJIEHNE 3TOTO UTPOKA, JKEJIATETbHO IIPUJIOKHUTD
KaKHe-TO JIOKa3aTeJIbCTBA B BU/IE CKDUHOB,;

3. He ykasspiBaii inuHyio nHpopMaIuo B npodaiisie urpsi;

4. YBaxkail IpyTux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeouiinaapHble IaTYU U MOJIBI;

6. crionpayii cy10KHBIE U pa3HbIe [1apOJIy;

7. Jlaske BO BpeMs UTPHI HE CTOUT OTKJIIOUATh aHTUBUPYC. [Ioka ThI Urpaeltb, TBOH KOMIIBIOTEP MOTYT
3apas3uTh.

QUIIMHT WK KpaXka JIMYHBIX JAHHBIX

OOBIUHOM KpaXKkel JIeHeT U JOKYMEHTOB CETO/[H:A y>Ke HUKOTO He y/INBUIID, HO C PA3BUTUEM UHTEPHET-
TEXHOJIOTUH 37I0YMBIIIZIEHHUKY IT€PEMECTUIINCH B UHTEPHET, U ITPO/IOJIKAIOT 3aHUMAThCA «JTIOOMMBIM »
JI€JIOM.

Tak mosiBUach HOBasg yrpo3a: MHTEPHET-MOIIEHHUYEeCTBA WM (UIIUHT, IJIaBHAA IeJb KOTOPOTO
COCTOUT B MOJIyYeHUU KOH(QUIEHIIMAJIbHBIX JAHHBIX I10JIb30BaTejIell — JIOTMHOB W mapoJsieil. Ha
aHTJIUICKOM s3bIKe phishing untaercs kak pumuar (ot fishing — pribHas s1oBsis1, password — maposn).
OcCHOBHBIE COBETHI 110 60phOE ¢ GUITUHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciu Thl mojio3peBaelb, YTO TBOS aHKeTa ObLIa B3JIOMaHa, TO
HeoOX0MMO 3a6JI0KMPOBATD €€ U COODIIUTH a/IMIHUCTPATOPAM pecypca 00 5TOM KaK MOKHO CKOpeE;
2. Mcnosnbayii 6e30macHbie BeO-CalThl, B TOM UHCJIE, THTEPHET-Mara3nHOB U ITIOMCKOBBIX CUCTEM;

3. Ucmonp3yil cioxkHble HW pa3Hble mnapoiau. Takum obpa3oMm, eciu TebOA B3JIOMAIOT, TO
3J7I0yMBIIIUIEHHUKHU MTOJIYYaT JIOCTYT TOJIBKO K OJTHOMY TBOEMY ITPODIITIO B CETH, A HE KO BCEM;

4. Ecoin Te6s1 B31OMaJIH, TO HEOOXOAUMO MPEAYIIPEIUTH BCEX CBOMX 3HAKOMbIX, KOTOPBIE 100aBJIEHBI Y
TeOs B IPY3bSX, O TOM, UYTO TeDs B3JIOMAIU U, BO3MOXKHO, OT TBOETO UMEHU OY/IET pacChbUIAThCA CIaM U
CCBUIKU Ha (DUILIMHTOBBIE CATHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIN TetedOH;

6. OTKJII0YN COXpaHEHUeE MapoJisA B Opaysepe;

7. He oTkpwiBail daiyibl U JIpyrue BIOXKEHUA B MHUChMAax Ja)ke ecJId OHU MPUIIIA OT TBOUX APY3€eH.
Jlydiie yTOYHU y HUX, OTIIPABJISIIN JIM OHU Tebe 3TU aiibl.

[udposas penyranusa

[MudpoBad pemyrauusa - 3TO HeraTWUBHAsA WJINM TNO3UTHUBHAs wuHoOpManus B ceTu O Tebe.
Komnpomerupyomasa uHopmanus pasMellleHHas B HWHTEPHETE MOXKET CepPbe3HBIM 00pa3om
OTpa3uTbCA Ha TBOEW peasibHOU KU3HU. «IludpoBas pemyranus» - 3TO TBOM HUMUJIXK, KOTOPBIN
¢dopmupyercs u3 napopmanuu o Tede B HHTEPHETE.

TBOe MecTO KUTEeJIbCTBA, yUebbl, TBOe PHUHAHCOBOE MOJI0KEHNE, 0COOEHHOCTH XapaKTepa U paccKasbl O
OJIM3KUX - BCE 3TO HAKAILJIUBAETCS B CETH.

MHor#He MOIPOCTKY JIETKOMBICJIEHHO OTHOCATCA K ITyOIMKaIuy JINYHOU nHopManuu B IHTepHETE, HE
IIOHUMas BO3MOXKHBIX MocsaeAcTBUM. Thl ake He CMOXKeIb J0TaZiaTbCs O TOM, 4UTO (oTorpadus,
pasMelnieHHas 5 JIeT Ha3aJ, cTajla IPUYUHON 0TKa3a MPUHATH TeOsA Ha paboTy.

KomMmeHnTapuu, pa3melenue TBoux dpororpaduil u Ipyrue AeHCTBUSA MOTYT HE HCUE3HYThH JIAJKe IIOCTIe
TOTO, KaK ThI UX y/IaIUIIIb. ThI HEe 3HAEIIb, KTO COXPAHWJI 3TY UHOPMAIHIO, II0Iajia JIM OHA B IOMCKOBBIE
CUCTEMBI ¥ COXPAHUJIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT 0 TebOe OKpysKalolllee JIIOA1, KOTOpble HaU/IyT
U YBUAAT 9T0. HaliTu mHGOpPMANUIO MHOTO JIET CIYCTS CMOXKET JII000H - KaK U3 JIOOPBIX MOOYKAEHUH,
TaK ¥ C HaMepeHUueM NPUUYUHUTH BpeJl. ITO MOKET ObITh KTO YTOHO.

OcHOBHBIE COBETHI O 3a1UTe NUGPOBON pelyTaIruu:

1. [Toxymaii, mpesk/ie UeM 4TO-TO ITyOJIUKOBATh U MEPeIaBaTh y cebs B 0J10Te WIN B COIMAIBHOU CETH;
2. B HacTpoiikax mpodusis ycTaHOBU OTPAHUUEHHUS HA IIPOCMOTP TBOETO MPOQUIIA U €r0 COAEPKIUMOTO,
cZieJiail ero TOJIBKO «JIJISI IPy3€ei»;

3. He pa3mernaii u He yka3bpiBail ”HGOPMAIIUIO, KOTOPasA MOKET KOTO-JIN00 OCKOPOJIATH MU O0MKATh.
ABTOpCKOE IIPaBO

CoBpeMeHHbIE IKOJLHUKU- aKTUBHBIE MOJIb30BaTeIU MU(POBOTO MpocTpaHcTBa. OTHAKO JTAJIEKO He
BCe 3HAIOT, YTO M0JIb30BaHHE MHOTUMHU BO3MOKHOCTSAMU IIU(PPOBOTO MHUpPa TpeOyeT COOTI0IeH s TTPaB
Ha UHTEJUJIEKTYJTbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJUIEKTyaIbHAsA COOCTBEHHOCTH» OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEUECKOTO
yMa, HAaUMHAs ¢ HOBBIX N300peTeHN U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MIPOAYKTHI U YCIIYTH
, U 3aKaH4YMBasA KHUTraMu, ¢potorpaduamu, KHHOGUWIbMaMU U My3bIKaJIbHBIMU IIPOU3BEIEHUAMU.
ABTOpCKHE TpaBa - 5TO MpaBa HAa HHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha TPOU3BEJEHUA HAYKH,
JIUTEPATYphl U HCKyCCTBA. ABTOpDCKHE TIIpaBa BBICTYNAIOT B KauyecTBe TapaHTUM TOTO, UTO



HHTEJUIEKTYya/IbHBI/TBOPUECKUI TpyZ, aBTOpa He OyAeT HaIpacHBIM, JAcT €My CIIpaBe/JIUBBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOEro TPy/a, MOJyUYUTh U3BECTHOCTDh U NMpu3HaHue. HuKkTo
0e3 paspelleHus1 aBTopa HE MOXKET BOCIIPOU3BOJUTH €ro NMPOU3BeJeHNe, PACIIPOCTPAHATD, MYOJIUIHO
JIEMOHCTPUPOBAaTh, IPOJIaBaTh, HMIIOPTUPOBATh, IIyCKaThb B IIPOKAT, IIyOJHUYHO WCIOJHATS,
MIOKa3bIBaTh/UCIIOJIHATH B 3¢Upe WK pa3MeliaTs B IHTepHeTe.

Hcnosip30BaHUe «IIMPATCKOTO» IIPOTPAMMHOTO ObecrieueHuss MOXKeT IPUBECTH K MHOTUM PUCKaM: OT
IIOTEPU JAHHBIX K TBOMM aKKayHTaM 0 OJIOKMPDOBKH TBOETO YCTPOMCTBA, IJle YCTAHOBJIEHHBIN He
JlerasibHasg mporpamMMa. He crouT Takke 3a0bIBaTh, UTO CYIIECTBYET JIerajibHble U OecIIATHBIE
IIPOTPaMMBbI, KOTOPBbIE MOXKHO HAUTH B CETH.

O noprasne

CeTeBUYOK.p(] - TBOU TIJIABHBIN COBETYUK B CETH. 37|eCh Thl MOKEIIb Y3HATh O O€30MaCHOCTH B CETU
MIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, & IIPU BO3HUKHOBEHUHM KPUTUYECKOU CUTyallUd OOpaTUTHCA 34
COBETOM. A Tak)Ke IMPUHATD YYaCTHE B KOHKYpPCax U CTaTh CAMbIM IH(MPOBHIM IrPaXKTaHUHOM!



